KAK SALLNTUTBCH OT KOMINbIOTEPHbLIX BUPYCOB

Ira naMaTKa noMoxer rebe 6e30MNacHO HaOXOQUTLCS B CeTH

KOMMNbIOTEPHbIA BUPYC — 3TO Nporpamma, OTNMYMUTENbHON OCOOEHHOCTHLIO
KOTOPOM SABNKETCA CNOCOOHOCTL K pasMHOXeHuio. Bupycbl Moryr
noBpeauTs WA  NONHOCTbID YHUYTOXWUTL BCe ainbl UM AaHHble,
NOAKOHTPO/IbHbIE MNONb30BAaTEeNi0, OT UMEHWM KOToporo Oblna 3anyweHa
3apaxeHHaa nporpaMma, a Takxe noBpeanTe WAW Jaxe YHUYTOXUTb
OonepaunoHHy0 cuctemy co Bcemu canamu B uenom. B GonblmHCcTBE
cny4aeB pacnpoCTPaHAITCH BUPYChl Yepes UHTepHeT.

MeToab! 3aWmTbl OT BPeAJOHOCHbLIX NporpamMmm

1 Wcnone3yit coBpemeHHble OnNepauuoHHble  CUCTEMbI, UMeloLme
Cepbe3Hblii YPOBEHb 3alUNTbl OT BPEeAOHOCHbIX NPOrpamMM.

2 MNocTosHHO ycTaHaenuMBan natyu (UmpoBbie 3annaTku ANa nporpamm)
U gpyrve oOHOBNEHWA CBOE onepaumoHHOW cuctemsbl. CkaumBan ux
TONbKO C othuumanbHoro caura paspadoruuka OC. Ecnu cywectsyer
pexunm aBToMaTtUu4ecKoro 0OHOBNEHWUA, BKNIOYU ero.

Paborain Ha cBoem KOMNbOTEPpE NOA NpaBaMK NONb30OEBaATeNA, a He
agMUHUCTPaTopa. 2T0 He no3BONUT 60ﬂbLLIMHCTBy BPeAOHOCHbIX
nporpamMmm MHCTaNMMpoBaTbCA Ha TBOeM NepcoHanbHOM KOMNblIOTEPeEe.
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Mcnonb3yit aHTUBUPYCHbIE MPOrpaMMHble MNPOAYKTbl  W3BECTHbIX
Npov3BOaAMTENEeN, C aBTOMaTMHECKUM OGHOBNEeHMeM 6as.

OrpaHunyb (hU3NYECKuii 4OCTYN K KOMMbIOTEPY ANA NOCTOPOHHUX NKLL.

Ucnonb3yit BHELWHWE HOCUTENU MHOPMaUMK, TakMe Kak (nelka, AMCK
unu han U3 UHTEepPHeTa, TONbKO U3 NPOBEPEHHbIX UCTOYHUKOB.
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He oTkpbiBail KOMNblOTEPHbIE (hannbl, NONYYEHHbIE U3 HeHaAeXHbIX
ucrtoynunkos. [axe Te annel, KOTOpble nNpucnan TBOW 3HAKOMbINA.
Jlyduwie yTo4Hn y Hero, oTnpaensn N oH tede ux.




KAK BE3OINACHO NOJIb3OBATbCH
SNIEKTPOHHOMW NMOYTOU

3Ara namaTka noMoxer rebe 6e30nacHO NosIb30BATECS
3/1eKTPOHHOM MOYTON

SONEeKTPOHHAas rno4yra — 3TO TeXHONOrUsA U NpeaocTaBNseMble e yCnyru no
nepecbinke W MNONYYeHWIO  3NeKTPOHHbIX  COOOLWEeHW, KOoTopble
pacnpeaensioTcs B KOMNbOTEPHON ceTu. OObIYHO 3NEKTPOHHbIN NOYTOBbLIW
AUMK BbIFNSQUT cneayiowmm oO6pa3oM: UMA_NONb30BaTeNa@uMa_AoMeHa.
Takxe, Kpome nepegayy nNPOCTOro TEKCTa, WMEeeTcs BO3MOXHOCTb
nepepasatb hannol.

Mepbl 3aWKUTbI 3NEKTPOHHOW NOMTHI

1| Hapo BbIGpaTe NpaBWNbHbIA NOYTOBBLIA cepBUC. B uMHTepHeTe ecTb
OrpoOMHbIA BbIOOP GecnnaTtHbIX MOYTOBbIX CEepPBUCOB, OAHAKO Ny4le
DOBEpPATb TEM, KOO 3Haellb U KTO Nepeblii B PeUTUHre.

He ykas3biBaili B NMYHON noute NUYHylo uHdopmauuio. Hanpumep,
ny4qwe BbIOpaTh «My3biKanbHbli_haHat@» wunu «pok2018@» BMecCTO
«aHapen2005@s.
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Mcnonb3yin ABYyX3TanHyilo aBTopu3auuio. 3TO0 Korga NoMuMMO Napons
HY>XHO BBOAUTL KOA, NpUCbinaemblin no SMS.

BbiGepu cnoxublil naponb. [Ana Kaxaoro MOYTOBOro SUMKa AOMKEH
ObITb CBOW HAAEXHbINA, YCTOWYUBLINA K B3NOMY Naponb.

Ecnu ecTb BO3MOXHOCTb HaNMCaTb CaMOMy CBOW /IMYHBIA BONPOC,
MCNONb3YiA 3TY BO3MOXHOCTb.

Mcnonb3yil HECKONbKO MOYTOBbIX AWMKOB. [lepBblid ANA 4YacTHOW
nepenncku ¢ agpecataMm, KOTOPbIM Tel A0BEPSeLlb. DTOT 3NEKTPOHHbIN
aapec He Halo MCNO/b30BaTh NPU PerucTpauny Ha opymax U canTax.
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7/ He otkpbiBaii thainbl 1 Apyrue BAOXEHWUS B NMCbMax, AaXe eCcnv OHu
NPULWLAKM OT TBOMUX Apy3eil. Jlyywe yTOYHW Yy HUX, OTNPAaBNSNU NN OHU
Tebe 3Tm (hannbl.

MNocne okoH4YaHua paboTbl Ha NOYTOBOM CepBUCe
nepea 3akpbiTUeM BKNaaku ¢ CAanToM He 3abyab
HaxaTb Ha «BbliATUs.




KAK 3BALLIUTUTBCH OT ®PULLIMHTA

1A NAMATKA NOMOXET Tebe 3aWNTUTL TNYHbIe AaHHbIe

OObI4HOW  KpaxewW [eHer W [OKYMEHTOB HUKOro He  YAWBULUb,
HO C Pa3BUTUEM MHTEPHET-TeXHONOrni 3N0YMbIWNeHHUKU NepeMecTUuch
B UHTEPHET U NPOAONXKAIOT 3aHUMATLCH «NI0OUMBIM» AenoM. Tak NosBuNach
HOBaA Yrpo3a: UHTePHEeT-MOLIEHHUYECTBa WMNU (ULIKHT (OT aHFMWMIACKOro

cnoea fishing - pbiGHas noBng), rnaBHas UeNb KOTOPOro COCTOMUT
B MNONy4YeHuu KoHuaeHUManbHbiX AaHHbIX MNoNb3oBaTenem — /NOruHoB
U naponewn.
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CoBeTtbl no 6opbbe ¢ huwmnHrom

Cnegu 3a cBOUM AKKayHTOM. Ecnu Tel Nnogo3peBaellb, 4TO TBOS aHKeTa
Obina B3noMaHa, To Heobxoaumo 3abnokupoBaTb €e W CoobLWUTb
agMUHUCTpaTopam pecypca o6 3TOM Kak MOXHO CKopee.

Mcnonb3yin 6e3onacHble Be6-CalTbl, B TOM YUCNE UHTEPHeT-MarasmHos
1 NOUCKOBbBIX CUCTEM.

Mcnonb3yil CNoxHble U pasHble naponu. Takum obpa3om, ecnu T1edbs
B3N10MaIOT, TO 3N0YMbIWNEHHUKW MNONy4ar AOCTYN TONbKO K OAQHOMY
TBOEMY NPOUNIO B CETU, a HEe KO BCEM.

Ecnu 1eb6s B3noManu, TO HeoOGXOAMMO npeaynpeauTs BCEX CBOMX
3HAaKOMbIX, KOTOpble fAoGaBneHbl y Te68 B APY3baAX, O TOM, YTO TebSs
B3N1OManu 1, BO3SMOXHO, OT TBOEro MMeHu ByayT pacChinaTthCs Cnam u
CCbINKY Ha (PULLUHIOBbLIE CaMlThbl.

YcraHoBu HagexHblin naponbk (PIN) Ha MOBUNbHbINA TenedoH.
OTknio4n coxpaHeHue napons B 6paysepe.

He otkpbiBai hannbl ¥ Apyrue BNOXEHUS B NUCbMax, faxXe ecnv OHU
NPULWAKM OT TBOMX Apy3eil. Jlyywe YyTOYHW Y HUX, OTNPaBNSIU NN OHU
Tebe 3Tu (hannol.




KAK BE3OIACHO PACI/IAMUBATbBCH
ANEKTPOHHbIMWX OEHBIrAMW

Ira NaMaATKA noMoxer re6e 6e30MnacHO pacnna4ynearbcs
I/TEKTPOHHbLIMM QeHbramMu

3ﬂeKTpOHHble AeHbr — 37O O4YEeHb ynOGHbIVI cnocob nnarexen, oaHako
CywecrtByror MOLWEeHHWKW, KOTOpble XOTAT nNnOoNyydnTb 3T OEHbIA.
3I'IeKTp0HHble OeHbr NoKBUMIUCE CoOBCEeM HeagasBHO M UMEeHHO KM3-3a 3TOro
BO MHOrux rocyfapcCreax 4o CUx nop He nponucaHo Npo HKUX B 3aKOHax.

B Poccum xe oHu hyHKLMOHUPYIOT U O HUX YXKe NPONUCaHO B 3aKOHe, rae ux
pasfaensaioT Ha HEeCKONbKO BUAOB — aHOHWMHbIE U HeaHOHWMHbIe. PasHuua B
TOM, YTO AHOHUMHbIE — 3TO Te, B KOTOPbIX pa3spellaeTca NpoBOAUTb
onepauum 6e3 uvaeHTUUKAUMKM NONMb3OBaTeNs, a B HEaAHOHUMHbIX
naeHTuUKaUmna NoNb3oBarens ABNAeTCA o6a3aTensHON.

Mepbi 3aWnThl 3N1IEKTPOHHbIX AeHer

1 Mpuesxu K cyeTy MOOWUNbHbIA TeneoH. 3TO Camblid yAOOHbIA K
ObICTPbIA  cnoco® BOCCTAHOBUTL AOCTYN K cyery. [puBA3aHHbIv
TeneoH noMoxeTt, ecnu 3abyfellb CBOW NNATEeXHbl Naponb Wnu
3aigewb Ha CanuT C He3HAKOMOro YCTPOWCTBA.

9) Wcnonesyi opHopasosble naponu. lMocne nepexofa Ha yCUEHHYIo
aBTopusaumio Tebe yxe He OyaeT yrpoxaTb OMacHOCTb KpaXu Wnu
nepexearta NNaTexHoro napons.

3 Bbibepu cnoxueiii naponbs. MNpectynHukam Oyaer He NpocTo yragath
CNOXHbI nNaponb. HapexHble naponu - 23TO0 Naponun, KOoTopbie
coaepxar He MeHee 8 3HaKOB W BKNKOYaKT B cebs CTPOYHbIE M
nponucHble OyKBbl, UMMPbl U1 HECKONBKO CUMBONOB, TakMe KakK 3HakK
aonnapa, yHTa, BocknuuartenesHbii 3Hak. Hanpumep, StROng!;

@ He BBOAKM CBOM NUYHbLIE AaHHbIE Ha canTax, KOTOPbIM HE A0BepAeLb.




KAK BE3OINACHO UI'PATb ONLINE

3ra NaMsITKa noMmoxer re6e 6e30MacHoO Mr, PaTh B UHTEPHETe

Online-urpbl  — 3TO KPacO4Hble, 3axBaTbiBaloWMe pPa3BfedYeHus,
00BbEAVHSAIOLLNE COTHU ThICAY YeNlIoBeK No BceMmy Mupy. Mrpoku uccneayior
OaHHBIA MM MUp, O6LWAIOTCA Apyr C APYroM, BbINOMHRAIOT 3aAaHus,
CpaxaloTca C MOHCTPAMM M MOMY4YaloT OnNbIT. 3a YAOBONLCTBME OHU NNATAT:
NOKYNaloT AWCK, ONNa4YuBaloT aboHEeMEeHT uNK NPUOBpPeTaloT Kakue-To
onuuu.

Bce atn cpeacrea vayT Ha nogaepxXxaHue U pasButue Urpbl, a Takxe Ha
6e30nacHOCTb: COBEpLEeHCTBYIOTCA CUCTeMbl aBTOpU3auuKk, BbINYCKarkTCA
HOBbl€ nNart4u (LMCDpOBbIe 3annatkym  Aans nporpaMM), 3aKpbIBakOTCH
YASBUMOCTHM CepBepoOB.

B noao6GHbIX Mrpax CTOMT OMacaTbCA HE CTONbKO CBOWMX COMNEPHWUKOB,
CKONbKO KpaxXuW TBOEro napons, Ha KOTOPOM OCHOBaHa cuUcCTeMa
aBTOopU3aLunM GONbLUMHCTBA Urp.

Mepbi 3aWmThl TBOEIrO UrPOBOro akKayHTa

U Ecnu ppyroit wurpok Begmetr ceba nnoxo wnu cosgaer Tebe
HenpUATHOCTH, 3a6/10KUPYIA €ro B CNUCKE UrPOKOB.

Moxanyics aaMUHUCTPATOPaM Wrpbl Ha MNOXOe MoBeAeHWe 3Toro
MIrpOKa, XenatensHo NPUNOXWUTh KakKue-To AoKasaTensCTBa B Buae
CKPWHOB.
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He yka3sbiBait NnU4Hy0 nHhopmMauuio B npocanne urpbi.
YBaxan gpyrux y4acTHUKOB No urpe.
He ycrasasnuesai HeouLManbHble NaTtyu U MoAbL.

MCﬂOI‘IbBYI?I CNOXHbl€ U Pa3sHble Naponun.
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Haxe BO BpemMAa Urpbel He CTOUT OTKNKO4YaTe AHTUBUPYC. Moka Tbi
urpaelb, TBOM KOMNbIOTED MOryT 3apasuTb.




KAK BE3OINACHO OBLUATBCH B COLIMAJIbHbBIX CETHX

3ra NnamMaTKa nomoxer rebe 6e30nacHo obLWaTbCs B COLUMASIbHBLIX CETSX

CounanbHbie CeTU aKTMBHO BXOAAT B HalLy XW3Hb, MHOMMe Nioau padoTaloT
M XMUBYT TaMm NOCTOAHHO, @ B Facebook yxe 3aperucrpuposBaH Munnvapa
4YenoBeK, YTO SABNAETCH OAHOW CeAbMOR BCEX XuTenen nnaHertsl. MHorue
NONb30BaTeNM HEe MOHUMAIOT, YTO MHMOPMauUWs, pasMelleHHas WMU B
couManbHbIX CETAX, MOXET ObiTb HaWgeHa U UCNONb30BaHa KeM YrogHo, B
TOM Yucne He o6sa3aTenbHO C GnarvMm HaMepeHUaAMM.

CoeeTbl No 6e30nacuomy O6LWEeHNIO B COUMANbHbIX CETHAX

1 OrpaHunyb CNUCOK Apy3en. Y T1ebs B Apy3bRAX HE AO0MKHO ObiTb
CNy4alHbIX U HE3HAKOMbIX NIOAEN.

92) 3awmwain CBOK YacTHYIO XW3Hb. He ykasbiBai naponu, TenedoHbl,
agpeca, paty TBOEro pOXAEHUS W APYryild NUYHYyIo UHMOpMaumio.
3NOYMbILWNEHHUKN MOrYT UCNONb30BaTh Aaxe UH(OoPMaUMIo O TOM, KakK
Tbl U TBOW POAUTENU NNAHUPYETE NPOBECTU KaHUKY/b.

3 3awmwan CBOIO penyrauMio — AepXu ee B 4ACTOTe U 3apaBail cebe
BONpOC: xoTen Obl Tbl, 4TOObI Apyrve NoNb30oBaTeny BUAenu, YTo Thbl
3arpyxaews? [Nogyman, npexae 4em 4To-T1o ony6NmMKoBaTh, HanucaTh u
3arpysursb.

4}, Ecnu Tbl rOBOPULLL C NIOABMU, KOTOPbIX HE 3HaelUb, He UCNONb3Yil CBOe
peansHoe WMA W APYrYI0 /NUYHYIO  WHOPMaUMIO: UMSA, MecTo
XUTENbCTBA, MecTo y4ebbl U npoyee.

5 W3Geran pasmelleHus otorpaduin B UHTEpHeTe, rae Tl U306paxeH
Ha ME@CTHOCTU, NO KOTOPOW MOXHO OonpeaennTe TBOEe MeCTONONOXEHUe.

@ Mpu peructpauMu B cCoUManbHOW CeTM HeobXOoAUMO WCNOoNb30BaTb
CNOXHble naponu, cocrosume u3 O6ykB U UUMBP U C KONUYECTBOM
3HaKOB He MeHee 8.

7/ Ons coumaneHOi ceTu, NOYTLI U APYrMx CanToB HEOGX0AUMO
MCNONb30BaTh pa3Hble naponu. Torga ecnu rebs
B3NOMAIOT, TO 3N0YMbILUNEHHUKK NONYy4YaT AOCTYN
TONBKO K OQHOMY MECTY, a He KO BCeM Cpasy.




KAK 3ALLUMLATDb CBOKO
LUNDPPOBYIO PEMYTALUUIKO

310 NAMATKA NMOMOXET Tebe 3anTUTE CBOIO umpposyfo penyrayuio

Undppoeaa penyrauna — 310 HeratMBHas unu NO3UTUBHAA MHpOpMauusa B
cetm o Tebe. Komnpomertupyiowaa wuHdopMauus, pasMmelleHHas B
UHTEepHeTe, MOXeT cepbe3HbiM 00Pa3oM OTPasUTbCH Ha TBOEW peanbHOW
Xu3Hu. Linpposaa penyraums — aTo TBOM UMUOXK, KOTOPbIN (DOPMUPYETCH U3
MHpOopMaumu o Tede B MHTepHeTe.

TBoe MecTo XuTenscrBea, yqeébl, TBOE (DMHAHCOBOE MNONOXEeHue,
0COBEeHHOCTU Xapakrepa U pacCkasbl O ONU3KUX — BCE ITO HaKanNMeaerTcs B
cetu.

MHoOrue noapoCTKU NEerkoMbICNIEHHO OTHOCATCA K NyGNuMKauuu fMYHON
MHGOPMaLNY B MHTEPHETE, He NOHUMAas BO3MOXHbIX NocneacTeuii. Tel gaxe
He 3a4yMbiBaelbCsa O TOM, YTO choTorpachms, pa3melleHHas 5 net Hasapg,
MOXET CTaTb NPUYMHOR OTKa3a NPUHATL Te6sa Ha paborTy.

KoMmMeHTapuu, pasmelleHue TBoux otorpaduin u apyrue Qencreus Moryr
He UCYe3HyTb Aaxe Nnocne Toro, Kak Tel UX yaanuib. Tl He 3Haellb, KTO
coxpaHun 3Ty MHGOPMauUMIo, nonana N1 OHa B MNOWUCKOBbIE CUCTEMbl M
COXpaHunacb N1 OHa, a FMaBHOe: YTO NoAYMAIOT O Tebe OKpyXaloLee Noau,
KOTOpble HaWgyT U yBMAAT 3TO0. Haith MHOPMaUMIO MHOro NneTt cnycrs
CMOXeT MoboN — Kak M3 A06pbiX MNOOYXAEHWA, TaKk U C HaMepeHuem
NPUYUHUTE Bpea.

Cosetbl no 6opbbe ¢ huwmHrom

1| Moaymai, npexpe 4Yem 4TO-TO NYGNUKOBaTL M nepefasatb y cebs B
onore vnu B cOUManbHOM CeTu.

9) B HacTpoikax Npothuna yCTaHOBW OrPaHUYeHMs Ha NPOCMOTP TBOEro
Npouna 1 ero CoAepPXUMoro, CAeNain ero ToNbKO «ANs Apy3ens.

3 He pasmeliait u He ykasbiBai UHPOPMALIMIO, KOTOPAA MOXET KOro-nnbo
OCKOPONATL UK OOUXKaTb.




YTO TAKOE ABTOPCKOE NPABO

3ra namsaTka pacckaxer re6e 06 ABTOPCKOM npase

CoBpeMEeHHbIe LWKONbHUKU — aKTUBHblE NONb3oBaTteny uMhpoBOro
npoctpaHcTea. OAHAKO [AanNeko He BCe 3HAIoT, 4TO MNONb30BaHue
MHOMMMM BO3MOXHOCTAMM UMPPOBOro mupa Tpebyer cobnioaeHus
Npae Ha UHTeNNEKTyanbHyl0 COOCTBEHHOCTb.

TepMuH «uHTENnNekTyanbHas COOCTBEHHOCTb» OTHOCUTCH K PasnU4HbiM
TBOPEHUAM YEeNoBEeYeCKOro yMa, HayuMHas C HOBbIX W300peTeHwui
M 3HakoB, 06O03Ha4YaloWMX COOCTBEHHOCTbL Ha NPOAYKTbl W YCNyru,
" 3aKaH4Y1Ban KHUramu, dororpacusamu, KUHounbMamm
1 My3blKanbHbIMKU NPOM3BEAEHUAMM.

ABTOpCKMe npaea — 3TO Npaea Ha WUHTeNNeKTyanbHyto COOCTBEHHOCTb
Ha npouseeneHna Hayku, nurepartypbel 1 UCKYCCTBA.

ABTOpPCKME npaBa BbICTYNalOT B KayecTBe rapaHTUM TOro, 4To
MHTEeNNEeKTYaNbHbIN/TBOPYECKUA Tpya aBTopa He OyAeT HanpacHbIM,
0acT eMy CrnpaBefMBbie BO3MOXHOCTM 3apaboTtate Ha pesynbrarax
CBOEro Tpyaa, NoMy4YnTb M3BECTHOCTb U NPU3HAHKE.

HukTo 6e3 paspeleHus aBTopa HEe MOXeT BOCNpPOW3BOAUTbL €ro
npovsBefeHne, pacnpocTpaHaTb, NYONUYHO  [EMOHCTPUPOBATh,
npoaaBaTth, UMNOPTUPOBATL, NYCKaTh B NPOKAT, NY6/IMYHO UCNONHATH,
NOKa3bIBaTb/MCNONHATL B 3(hUPE UK PasMelLaTs B UHTEpPHeTe.

Mcnonb3oBaHWe «NUPATCKOro» MNPOrpaMMHOro obGecnevyeHus MoXeT
NPUBECTM KO MHOMMM PUCKaM: OT NoTepu AaHHbIX K TBOMM akkayHTam Ao
GNOKMPOBKW TBOEro YCTPOWCTBA, rAe YCTaHOBNeHa HeneranbHas
nporpamma.

He crout Takxe 3abbiBaTb, HTO CyLECTBYIOT neranbHblie u 6ecnnartHbie
NporpamMmbl, KOTOPbIE MOXHO HAINTU B CETMU.




KAK SALLNTUTBCH OT KMBEPBYJ/IJTUHIA

3T1a NAMSATKA NMOMOXeET Tebe 3aWMUTUTECS OT BUPTYQNBHbIX N34eBare/1bCre

KubepbynnuHr -~  npecnegoBaHve  COOOWEeHUMSMU,  coaepXxalinmu
OCKOpONeHnsa, arpeccuio, 3anyruBaHue; Xynuralcrso; couuanbHoe
6ONKOTUPOBAHUE C NOMOLLbLIO PA3/IUYHbIX MHTEPHET-CePBUCOB.

Coeertbl no 6opbbe ¢ kKnbepbynnuHrom

1] He OGpocaiica B Goit. Jlydwuit cnocoG: NOCOBETOBATbCH, Kak cebs
BECTU, U eCNU HeT TOro, K KOMYy MOXHO OOpaTUTbCH, TO BHavane
yCnokoutbcsd. Ecnu Thl  Ha4Helwb OTBeYaTe OCKOpPOGNeHuamMu
Ha ockopbneHus, TO TONbKO ewe BoNblUe PasoXKellb KOHMNUKT.

Ynpaenau ceoen kubeppenyrauven.
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AHOHUMHOCTb B CETM MHUMaR. Cyu.leCTBYIOT CnNocoObl BbISCHUTb, KTO
CTOUT 3@ aHOHUMHbBIM aKKayHTOM.

4L He CTOMT BECTM XyNUraHckwii o6pa3 BUPTYyanbHON XW3HW. WHTepHer
(huKcupyer Bce TBOM AEWCTBUMA W COXPaHRET UX. Yaanute ux Oyaer
KpaiHe 3artpyaHutenbHo. Co6niogai CBOKO  BUPTYyanbHYKO 4YecTb
cMonoay.

5 WrHopupyin eavHWYHbin Heratue. OAHOPa3s0Bble OCKOPOUTENbHbIe
coobuwenus nydwe urHopuposarts. OObIYHO arpeccus npekpallaeTtcs
Ha Ha4danbHOM CcTagun.

(& baHb arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COOGLLEHUAMM,
B COUManNbHbIX CETAX €eCTb BO3MOXHOCTb ONOKUMPOBKU OTNPaBKU
coobLeHuiA C onpeaeneHHbiX agpecos.

7/ TBou pencTeus, ecnu Tol CBUAETENb KUGEPOYNNUHIa: BbICTYNUTL NPOTUB
npecnegosarens, nokasatb €My, 4TO ero AenCTBUS OUEeHWBaoTCH
HeratTMBHO, nNoanepXaTb XepTBY, KOTOPOW HyXHa MNCUXONOru4yeckas
nOMOLb, COOOWUTL B3POCNbIM O hakTe arpeccvMBHOro noBeAeHWs
B CeTu.




KAK BE3OIACHO lNOJIb3OBATbCHA CETbIO WI-FI

31a NnamMsaTKa noMmoxer rebe 6e30nacHoO rnonbsosarscs cerbio Wi-Fi

Wi-Fi — aro 6ecnpoBoaHoi cnoco® nepefayvvm AaHHbIX, UCNONb3YIOWWUKA
papguocurHansl. Wi-Fi — ab6peBuartypa OT aHrnuicKoro cnoBOCOYEeTaHus
Wireless Fidelity, 4To gocnosHO nepeeoauMTcs Kak 6ecnpoBoaHas TOYHOCTb.
BecnnaTHblii MHTEpHET-AOCTYN B Kade, OTenax M asponoprax ABMKercs
OTNUYHOM BO3MOXHOCTbIO BbiXOofla B MUHTEpHeT. Ho oblweaoctynHbie cetu
Wi-Fi He sBnaioTCca 6e3onacHbIMU.

CogeTbl no 6e3onacHomMy ncnonbsosaunio Wi-Fi

1| He nepepaBait CBOIO NU4HYIO UH(DOPMaLUIO Yepe3 O6LIeAOCTyMNHbIe
cetn Wi-Fi. Paboran B HUX, XenatenbHO He BBOAUTL Naponu Aoctyna,
NOruHbl U Kakne-To Homepa.

2 Wcnonbayi n 06HOBNAI aHTUBUPYCHLIE NPOrpaMMbl U GpaHamayep. Tem
cambiM Tbl 06e30nacullb cebs OT 3aKadkv BUpyca Ha TBOe YCTPOWUCTBO.

3 [lpu wmcnonbsosanun Wi-Fi otknioun dyHkumio «O6Wmin poctyn K
dannam n npuHTepams». [laHHan (yYHKUMS 3akpbiTa N0 YMONYaHUIO,
OAHAaKO HEKOTOpble MOoNb30BaTeNu akTUBMPYIOT ee ana yanobcrTea
UCcnonb3oBaHng B pabote unu yyebe.

4, He wucnonbayit ny6nuunein Wi-Fi ana nepegauu NUYHbIX AaHHBLIX,
HanpuMmep ANg BbIXOA4a B COUMANbHbIE CETU WY B 3NEKTPOHHYIO MOYTY.

5 Wcnonb3yi TONbKO 3awuuieHHoe coeauHeHwe depe3 HTTPS, a He
HTTP, To ectb npu Habope Beb-agpeca BBOAN UMEHHO «https://».

@ B mMob6unbHOM TenedoHe otkmoyn hyHkumio «[loakniodvenue k Wi-Fi
aBTOMartM4ecku». He gonyckal aBTOMaTUYECKOro MNOAKNIYeHUSs
ycTpoiictBa K cetam Wi-Fi 6e3 tBoero cornacus.




KAK BE3OIACHO lNOJIb3OBATbCH
CMAPT®OHOM, NMJTAHLUETOM

3ra namaTka noMoxer re6e 6e30MNacHO No/1b30BATLCS
MOGU/IbHBIMM YCTPOACTEAMMN

CmapTtoHbl U NNaHwWweTsl cogepxar B cede B3poCcnblv (hyHKUMOHAN U MOryT
KOHKYPUPOBaTb CO CTauMOHapHbiMKU KOMNbloTepamu. OgHako cpeacrs
3aWmnTbl ANs NOAOOHBIX YCTPOWCTB MOkKa Mano. TeCcTupoBaHuMe W MNOUCK
YA3BUMMOCTE B HUX NPOMCXOAUT HE TakK MHTEHCUMBHO, Kak ansa (K, 1o xe
camoe KacaeTca U MOOUNbHbIX NPUNOXEHWUIA.

CoBpemeHHble MOOWNbHble Opay3epbl yXe MNpakTUYecku [orHanu
HaCTO/NbHbIE aHanNoru, 0AHaKo pacwupeHue pyHKuMoHana sneyer 3a coboun
OONbLWYIO CNOXHOCTE W MEHbLYIO 3aluWeHHoCTs. [laneko He Bce
NPOW3BOAUTENN BbIMYCKaT OOHOBMNEHWUS, 3aKpbliBaloOWMe KpUTUYEeCKue
YA3BMMOCTU NS CBOUX YCTPOMCTB.

CoBetbl no 6e30NacHOMY UCNONb30BaHUID MOOGUNBHBIX YCTPOWUCTB

| Hwuero He sBnAercs no-Hactoswemy GecnnatHbiM. Byab OCTOpOXeH,
BeAb Koraa tebe npeanaraloT 6ecnnaTtHblili KOHTEHT, B HeM MOryT ObiTb
CKPbITbl KAKWe-TO NNaTtHble YCNyru.

Lymain, npexpge 4em ortnpaBute SMS, ¢poto wnu Bugeo. Tbl TOYHO
3Haellb, rae oHn 6yayT B KOHEeYHOM utore?

Heo6xoanMo 06GHOBNATE ONEepPaLMOHHYIO CUCTeMY TBOEro CMapTgOoHa.
Mcnonb3yit aHTUBUMPYCHBIE NPOrpaMMel ANA MOOUNbHBIX TenedoHOB.

He 3arpyxan npuNoXxXeHWa OT HEeU3BEeCTHOro WUCTOYHWKE, Beflb OHU
MOryT cogepxaTb EPDeAOHOCHOE NporpaMmmHoe obecneyeHue.

Mocne Toro Kak Thl Bblidgels C cadTa, rae BBOAWA  NIUYHYIO
nHbOpMaUmIO, 3aiaun B HACTPOIKK Gpay3epa 1 yaanu cookies.

MNepuoguyeckn nNpoBepsan, Kakue nnarHble ycnyrun akKTuBupoBaHbl Ha
TBOEeM HOMepe.

@ ¥ & Ld&d N

[aBai cBoil HOMep MOOUNBHOro TenedoHa TONbKO NI0ARAM, KOTOPbIX Thl
3Haellb W KOMY AoBepsellb.

Bluetooth nonxeH ObiTh BbIKNIOYEH, KOrAa Thl UM
He nonb3yewbcs. He 3abblBail HOrAa NPOBEPATL 3TO.
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